
Tools to reduce the risk of falling victim to food fraud
John Points



“The effect of uncertainty on objectives” 
(ISO 31000)

Need to consider

• The Risk Source (“hazard”, in old money)

• The Potential Event (i.e. a fraud)

• The Likelihood (which can be controlled)

• The Consequences (also which can be 
controlled)

RISK



• The “Risk Source” is a PERSON
– Culture – normalization of minor transgressions?
– Motive – economic or supply pressures?
– Opportunity?
– Chances and consequences of getting caught?

• Bad Apple vs Bad Barrel vs Bad Orchard ?  Need to consider all 
three scenarios.

FRAUD RISK – WHAT DRIVES THE LIKELIHOOD?

Does any of this have anything to do with GFSI certification?



“50% of frauds are committed by an employee”

Wim Huisman, Professor of Criminology, VU University of Amsterdam
cited in the SSAFE food fraud vulnerability assessment tool



WHERE DO FRAUDSTERS COME FROM?

ORGANISED CRIME

Macro-economic opportunities?
• Price volatility/differentials
• Supply shortages
• Low chance of detection
• Low penalties

GOOD APPLE/BARREL 
GONE BAD

Financial or timeliness stress?
• Gradual normalization of 

low-level wrongdoing
• Tend to stay within their 

business comfort zone – 
same customers and 
suppliers, “stay local”



FRAUD RISK ASSESSMENT/MITIGATION NEEDS A 
BIGGER TOOLKIT THAN FOOD SAFETY

Defra Research Project FAO175 (2021)
Review of Food Fraud Drivers and Mitigation Tools

https://randd.defra.gov.uk/ProjectDetails?ProjectId=20179



RISK PRIORITISATION REVEAL OR DETER FRAUD

MITIGATE FRAUD CONSEQUENCES

Surveillance 
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Financial Audit 
(including 
internal!)
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Software

Including distributive 
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Certification

Business Approval & 
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Forensic 
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AI: Anomaly 
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AI:
Predictive 
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Financial & Criminal 
Data Sets

Macro-Economic 
Data Sets

Alert Services

AI: Data Collation

Self-Assessment 
Models

Offender Profiling

Internet of Things

Whistleblowing

Internal culture / 
supervision



External factors:
• Previous incident collation
• Price differentials
• Supply shortages

FOOD INDUSTRY: CURRENT BALANCE OF EFFORT

Internal vulnerabilities:
• Culture / lack of supervision
• “Just get it out of the door”
• Race to the bottom on price
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HORIZON SCANNING

What have others reported?

What drives temptation?
• Price volatility/differentials
• Supply shortages

This is the easiest bit

(although you are looking at the 
wrong horizon!)



INFORMATION SOURCES
Free Cheap Less Cheap

Your own 
procurement 

team!

Add-in 
modules for 

your 
HACCP/ERP 
IT system

Your own lab’s news 
highlights service Analytical surveillance testing



Herbs & spices
Dairy
Alcohol

CURRENT WATCH-OUTS
The usual suspects

Vegetable Oils
Seafood
Honey

Dilution / substitution
Animal species
Adulteration (non-food substances)



YOUR HORIZON SCANNING FLAGS A RISK: THE 5 SO-WHATs

“Horizon Scanning”

So what?  Motivation in my 
own supply chain?

So what ?  Opportunity in my 
own supply chain?

So what? Motivation/
opportunity in my own 
organisation?

Should this worry me?
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TRY AND THINK BEYOND THE “GFSI-STYLE” SCORECARD
e.g. look at Glassdoor – ex-employee rating of a BRC A* rated site, 2024 (this verdict was not untypical!) 

e.g. look at Companies House red flags – Directors with history of closing/opening companies
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TEND TO BE UNDERUSED – PARTICULARLY FOR SME’s
Self assessment tools Whistleblowing lines / systems
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CAN WE 
OUTSOURCE 
FOOD FRAUD 
DEFENCE TO 
AI?



BASICALLY ………………. READ & DIGEST THE INTERNET



AI
Standardise 

Data Formats

                      

Previous 
Incidents

Owner / 
company 

risks

Macro-
economic 

risks

AI BotsAI BotsAI Bots
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Detection
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chain 

analysis 
AI Predictive 
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AI Prioritise
Relevancy

The 
Internet

Read the 
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fraud

What might 
happen for 
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So what?

Already in use

Not far off

Still a lot of work needed
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IT WILL STILL NEED THE HUMAN “SO WHAT?”
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Food Authenticity Network
www.foodauthenticity.global



Expert laboratories
Food industry professionals
Experts in fraud mitigation
Regulators



Resources

Monthly bulletin Mitigation tools

Index of authenticity  databases

“Centre of 
Expertise” 
laboratories 
list



Individuals - Join for free Organisations can become a Partner

www.Foodauthenticity.global
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